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REPORT

1. VARANS hosted a meeting of representatives of Bangladesh, Cambodia, Indonesia,
Laos, Malaysia, Nepal, Philippines, Singapore, Thailand and Vietnam to discuss the
implementation of the South East Asia Radiological Security Partnership (RRSP) with the
Partnership’s sponsors, the Australian Nuclear Science and Technology Organisation
(ANSTO), the United States Department of Energy’s National Nuclear Security Administration
(NNSA) and the International Atomic Energy Agency (IAEA). Observers from the Australian
Radiation Protection and Nuclear Safety Agency (ARPANSA) and the National Radiation
Laboratory of New Zealand (NRL) also took part. A list of participants is Attachment A.

2. The meeting followed a similar meeting held in Bali, Indonesia in July 2008. This
report does not repeat the observations made in the report of that meeting; therefore, in order
to gain a complete picture of RRSP activities, it is necessary to read both reports.

3. It was noted that the IAEA would be holding the second Open-ended Meeting of Technical
and Legal Experts for Sharing of Information as to States' Implementation of the Code of
Conduct on the Safety and Security of Radioactive Sources and its supplementary Guidance
on the Import and Export of Radioactive Sources (IEM) in Vienna from 17-21 May 2010, and
that a representative of the region would be invited to report to that meeting on activities in the
region since 2007.

4, The objectives of the March 2010 RRSP meeting were:

e To review the progress and status of national and regional radioactive source security
and related arrangements since the July 2008 Bali Review Meeting;

e« To discuss and review developments in subscribing to and implementing the IAEA
Code of Conduct on the Safety and Security of Radioactive Sources; and

e To discuss and identify common issues and model solutions in developing and
implementing radioactive source security and related arrangements with a view to
strengthening and sustaining State efforts and promoting regional cooperation.

5. The agenda of the meeting is Attachment B. In addition to presentations on the
IAEA’s activities relevant to the security of sources, the Code of Conduct and the regional
partnership, the representatives of the ten participating states gave national presentations on
their source security activities. Those presentations discussed:

¢ Recent developments in national legislation and regulations;

e Activities under the RRSP, including specific physical security upgrades, security
awareness raising seminars and security training courses;

e Specific issues concerning particular facilities;



o Development of capacity to monitor border crossing points;
e Sustainability issues; and

e Suggestions and recommendations for future implementation and cooperation.

6. The presentations noted a number of key achievements of the RRSP, including the
upgrading of security at 63 facilities in the region, the conduct of eight security awareness
seminars and training courses for senior decision-makers, regulators and operators and the
enactment of specific security regulations by three countries (with others in drafting and
review). A number of participants in the Project are well advanced in implementation of the
Code of Conduct. In general, it could be said that the region is a leader in terms of
implementation of source security measures and of the Code of Conduct more generally.
Although experience has shown that progress can be made without a formal declaration of
support for the Code of Conduct, those regional states which had not yet done so were
encouraged to write to the Director-General, thereby emphasising again the leading role of
the region in this regard.

7. In recent years and with the assistance of the RRSP, a number of regional states have
made great strides in strengthening laws and regulations, strengthening physical security at
facilities housing Category 1 sources, working with operators to develop facility-specific
security plans and developing inspection and enforcement regimes. In particular,
improvements at the national level were now being translated into facility-specific security
plans, which are the fundamental building block of source security. For those states,
sustainability is the key issue, and further discussion of that issue appears at paragraphs 9-11
below.

8. However, other states participating in the meeting have few sources and little
experience - at least at governmental level - in radiation protection, let alone issues relating to
the security of sources. Those states (Cambodia, Laos and Nepal) have therefore not yet
developed regulatory systems which would allow them to demonstrate effective
implementation of the provisions of the Code of Conduct, and on which proper security
regulation can be built. The first step for those states is to develop the basic legislative
infrastructure. The starting point for that development would be the IAEA, working from
documents such as GS-R-1, Legal and Governmental Infrastructure for Nuclear, Radiation,
Radioactive Waste and Transport Safety. Once a basic legislative infrastructure is in place,
the RRSP can then assist in addressing source security issues.

9. Participants reaffirmed the importance of a cooperative approach within the region and
also with the NNSA, ANSTO and IAEA programs. That cooperation has improved national
and regional capabilities to implement and sustain security measures. The key challenge for
the future will be to sustain those improvements once the current programs cease. In that
regard, and drawing upon advice from the IAEA, the meeting noted the following elements of
a sustainable source security regime at the national level:

¢ Commitment from high-level national decision-makers,
e Legislation creating a regulatory body, consistent with IAEA standards,

¢ Regulations giving the regulatory body authority in a range of areas, including security
issues (although it was noted that even in the absence of such regulations, creative
use of licence conditions or other mechanisms on an interim basis could achieve the
same objective);

e Regulatory guidance for preparing a security plan, including procedures and possibly
"writeshops" along the lines of those delivered in the Philippines;

o Regulatory guidance for reviewing security plans, inspection procedures and other
relevant documents;

e Aninspection and enforcement regime;



e National source register;

e Coordinated threat assessment (DBT);

o Response system (coordinating with other relevant agencies);
e Protocols for incident reporting and assessment; and

e Training programmes, including awareness raising for senior decision makers, train-
the-trainer courses for regulatory body staff and general staff development.

10. In addition to the elements described in paragraph 9, a range of elements are required
at the facility level. These include:

e Site security plans, with clearly defined procedures and allocation of responsibility for
security management;

e An alarm response plan, which is regularly exercised;

e Security system maintenance, including necessary resources;
e Performance testing program;

e Training program at site level; and

e Staff qualification, including succession planning.

11. It was noted that in the early stages of implementation of the facility-level security
elements outlined above, the national regulatory body might need to be directly involved with
the facility. However, once those initial documents and processes are in place, the regulatory
body might consider whether resuming a more traditional regulatory role might be preferable,
and whether some responsibilities might better be assumed by other bodies. For example, in
Indonesia BATAN, the national nuclear operating organisation, has taken responsibility for
such issues as assisting in the drafting of facility security plans, local DBT, incident response
plans and training of facility staff.

12. The meeting agreed that participating states should periodically assess their progress
against the factors outlined in paragraphs 9 and 10 above. Such a self-assessment process
would be useful for all states, and the meeting suggested that the May 2010 IEM be
encouraged to consider its wider application. However, such a self-assessment should not
form part of the assessment of national capacity for the purposes of the import/export
guidance, as this might discourage frankness in the self-assessment.

13. The meeting considered that the activities under the RRSP had significantly enhanced
the security of Category 1 sources and that it is now time to devote some attention to
Category 2 sources. Many of these sources are mobile or portable and therefore present
distinctive security challenges. Therefore, specific provisions for the security of Category 2
sources need to be developed and implemented - both at the national and at the facility level.
It was noted that the US NNSA program has extended its technical assistance programme to
cover certain Category 2 sources, which could be complemented by training and related
assistance under the RRSP. It was decided that a pilot workshop on the application of
security requirements to Category 2 sources - focusing on industrial radiography and
brachytherapy sources - would be held later in 2010.

14, The meeting recognised that the transport of radioactive sources provides additional
security challenges. More assistance, such as regulatory development, training, equipment
and guidance material, should be provided in the region to address security and safety
requirements. Regional states will actively participate in IAEA meetings dealing with the
security of transport.

15. The meeting recalled that regulatory control of sources - which is relevant to security -
would be enhanced by consistent implementation of the Guidance on the Import and Export of



Radioactive Sources, which ensures that national regulatory bodies are aware of all high
activity sources in their jurisdiction. Connected to this issue, the meeting noted that the May
2010 IEM will discuss the issue of responsibility for the regulatory control of sources detected
at border crossing points and other detection points.

16. The management of disused sources, particularly legacy sources (e.g. radium
needles), continues to present a challenge to regional states. The report of the 29 June - 1
July 2009 Technical Meeting on Implementation of the Code of Conduct on the Safety and
Security of Radioactive Sources with Regard to Long Term Strategies for the Management of
Sealed Sources was distributed to participants, and it was noted that this issue will be a major
topic of discussion at the May 2010 IEM. A number of regional states have taken steps in
recent years to create facilities for the storage of disused sources, and it was noted that this is
good practice which all regional states (and indeed states outside the region) should seek to
emulate.

17. The meeting noted that there is an ongoing need for coordination of activities between
the RRSP and other IAEA activities, including activities funded by the EU under the fourth
cycle of their Strategy against Proliferation of Weapons of Mass Destruction. The meeting
encouraged closer coordination between those programs.

18. The meeting noted that a primary benefit of this meeting and the 2008 Bali meeting
was that it enabled regional states which had not yet developed the necessary infrastructure
to benefit from the experience of those which had. In particular, the former group of states
could more readily identify the areas in which further assistance is needed. It is desirable for
such intra-region cooperation to continue to increase. Areas of cooperation might include
emergency and incident response, regular exchange of information on the import and export
of high activity sources, and assistance to states without the capacity to securely store any
sources which might be seized at the border or elsewhere. In particular, Vietnam and
Thailand offered to host a visit to source management facilities by senior Lao officials to
provide them with first-hand knowledge of radioactive sources and of the associated safety
and security issues. Funding for such visits would be available from one of the sponsors.

19. Participants expressed their appreciation for the sponsors of the meeting - the IAEA,
ANSTO, the US NNSA and VARANS. They looked forward to further support from those
organisations and from the observers (ARPANSA and the NRL, both of which have previously
provided assistance under the RRSP) for regional source security activities.

20. The Philippines has offered to explore the possibility of hosting a third regional
meeting in January 2012. In preparation for that meeting, participating states should
undertake the self-assessment described in paragraphs 9 and 10 above - not just on a
"yes/no" basis, but at a more detailed level. Such a self-assessment would allow states to
more readily identify areas where they could benefit from further RRSP support.
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Regional Radiological Security Partnerships for South East Asia
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LIST OF PARTICIPANTS

N° | COUNTRY NAMES ORGANIZATION E-MAIL, PHONE/ FAX NOTES
uafarid321@yahoo.com
. . Bangladesh Atomic Energy . iadbaec@yahoo.com;
1. Dr. Farid Uddin Ahmeh Commission. Dhaka Tel: +88029141279 asmollah03@yahoo.com
Fax: + 8802 8130102
Bangladesh
tgchou@hotmail.com
2 Mr. T.Q Choudhury Bangladesh Atomic Energy Tel: +88 029113142 kibria72@gmail.com
' " Commission, Dhaka ) :
Fax: + 88028130102
) n.monorom@yahoo.com
Deputy Director, Energy Development
3. Mr. Nuon Monorom Department, Ministry of Industry, Tel: +855 77 829 097
Mines and Energy
Fax: +855 23 268634
Cambodia Staff of Atomic Energy
Technology OfficeGeneral
4. Mr. Sreng Pengsong Department of Energy, Ministry | pengsong@yahoo.com
of Industry, Mines and Energy
45 Preah Norodom Boulevard,
PHNOM PENH
National Nuclear Energy Agency of hermana@batan.go.id
. the Rep of Indonesia (BATAN) . o1
S. Indonesia Mr. Ferly Hermana Jl. Kuningan Barat, Mampang Tel: +62-21-5204246
Prapatan, Jakarta 12710, INDONESIA | Fax:  +62-21-5251110
Director for Regulation of Radiation | N:noor@bapeten.go.id
6. Ms. Noviyanti Noor Facility and Radioactive Material, Tel:  +62 21 63858269-70

Nulclear Energy Regulatory Agency
(BAPETEN)

Fax: +62 2163858 275




Supervisor, Physical Protection,

khairul@batan.go.id

7. Mr. Khairul Serpong Nuclear Research Center Tel: +62 215251109
BATAN
Fax: +62 215251110
Director of Environment and Mining eravanh@gmail.com
8 Mr. Eravanh Inspgct_lon Division, Dep. of _Mmes, Tel: +856 21 5804 150
Boungnaphalom Ministry of Energy and Mines,
Nongbone Rd, Vientiane 4780 Fax: +856 21 222 539 or 243390
Laos i
Deputy Director of UN Political and maythong@gmail.com
Mr. Maythong Security Affairs Division, Dep. of .
9. Thammavongsa International Organizations, MOFA, Tel: +856 20 580 1545
23 Shingha Road, Vientiane Fax: +856 21 262 711
irwan@aelb.gov.my
Mr. Mold Irwan Effendi Assistant Director, Atomic Energy . . .
10. Mold Nordin Licensing Board (AELB) Tel: +603-89225888 Marlizawati@aelb.gov.vn
Fax: +603 89201780
. ¢ Licensing Divisi yasin@aelb.gov.my
S irector of Licensing Division,
11. Malaysia Mr. .MOhd Yasin Hj. Atomic Energy Licensing Board Tel: +603 89284100
Sudin
(AELB)
Fax: +603 89223685
mpvany@gamil.com
12 Dr. Pirunthavany Senior Principal Assistant Director, Tel: +00 6012 5412627

Muthuvelu

Ministry of Health

Fax: +60 3 8888 6216




kamalkshrestha@gmail.com

Presentation on “Security
Highly Radioactive

13. Mr. Kamal K. Shrestha President of Nuclear Society of Nepal | Tel: )
Sources in Four
Fax: Hospitals in Nepal”
Nepal
Purushotaml_t@yahoo.com
. . Under Secretary, . 1

14. Mr. Purushottam Tiwari Ministry of Science and Technology Tel: 977-1-421657

Fax:

) . o ssbusine@yahoo.com
Senior Science Research Specialist,
15. Ms. Silvia Busine Philippines Nuclear Research Institute | Tel: +632 920 3214
(PNRI)

Fax: +632 920 1646

tvleonin@pnri.dost.gov.ph
16. | Philippines | Mr. Teofilo Leonin, Jr. | " "Hippines N“"('F‘fﬁerFf')sseamh INStHUte | o). 1634 929 6011

Fax: +635 920 1646

) lilianrdrgz@yahoo.com
Safety Officer
17. Ms. Lilian Rodriguez Jose Reyes Medical Center Tel: +632 7116939
Radiotherpay Department
Fax: +632 4121944
Principal Technical Officer, CHAI_Chiang_Yap@nea.qov.sg

18. Singapore Mr. Chai Chiang Yap Centre for Radiation Protection and Tel: +65 6731 9543

Nuclear Science.
National Environment Agency

Fax: +65 6731 9585




Mr. Dacharchai

Head of Safety Unit, Thailand

charnbanchee@yahoo.com

19. Charnbanchee Institute of Nuclear Technology Tel: +66 844380514
Fax: + 66 25790220
Specialist, Radiation Physicist, Bureau )
20. Thailand Mr. Sunthorn Komolsuk of Radiation Safety Regulation Tel: +66 2579 0547
Office of Atoms for Peace Fax: +66 2561 3013
) o o rungdham@oaep.go.th
Senior Radiation Physicist, Bureau of
21. Dr. Rungdham Takam Radiation Safety Regulation Office of | Tel: +66 2579 0547
Atoms for Peace
Fax: +66 2561 3013
] ] dtluong@most.gov.vn
Deputy Director General, Vietham
22. Mr. Dang Thanh Luong Agency for Radiation and Nuclear Tel: + 84438329289
Safety (VARANS)
Fax:  +84 438220298
Inhai@most.gov.vn
; . Head of Nuclear Safety Division
Vietnam ' :
23. Mr. Luu Nam Hali VARANS Tel:  +84 432321043
Fax:  +84 438220298
Al7, Deputy Director
Department of Security of Science,
24. I\D/IrhNguyen Quang Technology, Natural Resources and
ung Environment
Ministry of Public Security
B.Waud@iaea.org
25. IAEA Mr. Brian Waud Office of Nuclear Security, IAEA

Tel: +43 12600 21938




Radiation Safety Specialist,
Regulatory Infrastructure and

H.Suman@iaea.org

26. Mr Hazem Suman Transport Safety Section, Tel: +0043 1 2600 22730
Division of Radiation, Transport and
Waste Safety Fax: + 0043 1 26007
Manager, External Radiation allan.murray @ansto.gov.au
ServicesLeader of RSRS Project, .
217. Mr.Allan Murray Australian Nuclear Science and Tel: +61 29717 3260
Technology Organisation (ANSTO) Fax: +612 9717 9266
steven.mcintosh@ansto.gov.au
28. Mr.Steve Mclntosh Senior Advisor, ANSTO Tel: +612 9717 3699
Fax: +61 29543 1452
29. Mrs.Eulinia Valdezco Consultant to RPIT\ISQI’)Ph'“ppmeS (ex eulinia@valdezco.org
Australia
30. Mrs. Cait Maloney Consultant to RRSP (ex-ANSTO) cait.maloney@gmail.com
megan.tracey@ansto.gov.au
31. Ms. Megan Tracey RSRS Project Administrator Tel: +612 9717 3404
Fax: +612 9717 9266
julie.murray@arpansa.gov.au
Ms. Julie Elizabeth Senior Radiation Security Advisor
32. Te: +612 9541 8356

Murray

(ARPANSA)

Fax: +61 29541 8314




Mr. Frederic Allen

Pacific Northwest National

fa.morris@pnl.gov

33 Morris Laboratory (PNNL) Tel: +1206 528 3332
Fax: + 1206528 3552
Daniel.Miller@pnl.gov
. . Pacific Northwest National .
34. Mr. Daniel Roy Miller Laboratory (PNNL) Tel: + 1509 375 2600
Fax: + 509 372 4564
USA
Catherine.Kennedy@pnl.gov
. Pacific Northwest National ]
35. Ms. Catherine Kennedy Laboratory (PNNL) Tel:
Fax:
Travis.chamberlain@pnl.gov
. . Pacific Northwest National .
36. Mr. Travis Chamberlain Laboratory (PNNL) Tel: + 1509 375 2043
Fax: + 509 375 3830
) ) ) Cris_Ardouin@nrl.moh.govt.nz
New Senior Adviser (Science),
37. Zealand Mr. Cris Ardouin New Zealand’s National Radiation Tel: +64 03 366 5059

Laboratory

Fax: +64 03 366 1156




. Attachment B
Radiological Security Partnership for South East Asia

Regional Review Meeting on Radioactive Source Security
9 to 11 March 2010, Da Lat Vietnam

A

PROGRAM - As delivered

Tuesday 9 March

8:30 Registration

9:00 Welcome and Introduction

Mr. Nguyen Ngoc Dong, Vice
President of Lam Dong
Province

Dr. Dang Thanh Luong

Introductory remarks from cooperating or
sponsoring agencies

Mr Allan Murray (ANSTO)
Mr Fred Morris (US NNSA)
Mr Brian Waud (IAEA)

9:15 Short break and group photograph

1. International Source Security Programs. Session chair: Dr. Dang Thanh Luong

9:30 IAEA Source Security Programs

Mr Brian Waud

US DoE/NNSA GTRI Program

Mr Travis Chamberlain

ANSTO RSRS Project in South East Asia

Mr Allan Murray

10:30 Tea/coffee break

Session chair: Mrs Cait Maloney

2. National Presentations or Remarks on Source Security and Related Activities.

11:00 Bangladesh

Dr. Farid Uddin Ahmed

11:20 Cambodia

Mr. Nuon Monorom

11:40 Indonesia

Ms. Noviyanti Noor and Mr Khairul

12:00 Laos

Mr. Maythong Thammavongsa

12:20 Lunch break

National Presentations continued Session chair: Mr. Ferly

Hermana

13:30 Malaysia

Mr. Mohd Irwan Effendi Mohd Nordin

13:50 Myanmar

No Representative

14:10 Nepal

Dr. Kamal K. Shrestha

14:30 Philippines

Mr. Teofilo Leonin, Jr.

14:50 Tea/coffee break

National Presentations continued Session chair: Mr. Mohd Yasin Hj. Sudin

15:30 Singapore

Mr. Chai Chiang Yap

15:50 Thailand

Mr. Dacharchai Charnbanchee

16:10 Vietnam

Mr. Luu Nam Hai

16:30 Discussion and Review

17:00 Close




Wednesday 10 March

3. Foundations for Source Security. Session chair: Mrs. Eulinia Valdezco

8:30 ) Mr. Hazem Suman
IAEA CoC SSRS & Import-Export Guidance
Mr. Steve Mclntosh
8:55 | IAEA Nuclear Security Guides Mr. Brian Waud
9:20 | Effective Regulatory Systems in Radioactive Mr. Fred Morris
Source Security
10:30 | Tea/coffee break

Foundations for Source Security continued. Session chair: Mr Brian Waud

11:00 | Radiation Safety and its Relation to Source Ms. Cait Maloney
Security

11:30 | Physical Protection Upgrades Mr. Dan Miller

12:00 | The International PP&SM Course Mr. Allan Murray

12:30 | Developing and Implementing Training for Source | Ms. Eulinia Valdezco
Security

13:00 | Lunch break

4. Implementation and Sustainability of Source Security. Session co-chairs: Mr. Dang Thanh

Luong and Mrs. Eulinia VValdezco

14:00 | Challenges and Lessons Learned in Initiating and Mr. Fred Morris
Implementing a Source Security Program

14:20 | Implementation issues and challenges Facilitated discussion

14:45 | Tea/coffee break

15:00 | Implementation of Security Plan — A Local Experience | Ms. Lilian V. Rodriguez

15:30 | Implementation issues and challenges (cont) Facilitated discussion

16:00 | Close

16:30 | Hospitality Dinner hosted by VARANS at Dreaming All participants

Hill Restaurant

Thursday 11 March

5. Next Steps in RRSP Implementation and Sustainability of Source Security. Session co-

chairs: Mr. Steve Mclntosh and Mrs. Cait Maloney

8:45 | Sustainability issues and challenges Facilitated discussion

10:15 | Tea/coffee break

10:45 | Preparation of meeting report: topics and
recommendations

12:15 | Lunch break

13:30 | Discussion and consolidation of meeting report findings

15:00 | Tea/coffee break

15:30 | Presentation and discussion of draft RRSP Meeting Mr. Steve Mclntosh
Report Findings and Recommendations

16:00 | Close VARANS

16:15 | Depart (for those on flight VNO467 at 18:25)
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b)

c)

d)

e)
f)

9)
h)

National Presentations or Remarks - suggested topics for presentation by national
representatives of maximum duration 20 minutes each including questions. It is suggested that,
depending on the content, no more than 10 to 15 slides should be presented in the time available.

National legislative and regulatory infrastructure affecting radioactive source security
National source inventory, management and use of security level A and B sources

Satisfying the IAEA Code of Conduct on the Safety and Security of Radioactive Sources and its
associated Import and Export Guidelines

Identification of stakeholders (what government agencies etc) are involved
Regulatory assessment and inspection for source security

Licensee security plans and procedures

Training programs including train-the-trainer

National policies in relation to the management of disused sources
International support

Relevant findings and recommendations of IAEA expert missions such as Radiation Safety and
Security of Radioactive Sources Infrastructure Appraisal, Integrated Regulatory Review Service,
International Nuclear Security Advisory Service or International Physical Protection Advisory
Service.

Agreement and implementation of Integrated Nuclear Security Support Plans
Issues and challenges in implementing and sustaining source security requirements, including any
of the sub-topics listed below for program topic 4.

On program topic 4 ""Implementation and Sustainability Issues and Challenges™, the following
are suggested facilitated discussion sub-topics. Participants are asked to consider these prior to
coming to Da Lat (note the following has no particular order of priority - it is up to individuals,
agencies or countries to identify priorities):

Security responsibilities: developing operational roles and responsibilities - recognising and
implementing new requirements (personnel duty or functional statements; lines of responsibility,
authority and supervision)

Security response: awareness of role and responsibilities, and the requirements for training and
equipment for on-site/local guard force, local law enforcement, and national authorities.

Continuous control: ensuring continuity of control, safety and security during source replacement,
transport, import and export.

Accounting: what the requirements for source accounting and inventorying mean in practice. Daily
operational radiation monitoring and quality control plus continuity of knowledge security system
performance

Disused source management: storage for how long? Arrangements for return to
supplier/manufacturer; disposal options; legacy issues

Regulatory assessment and inspection for security: developing new techniques for radiation
safety inspectors to effectively inspect for security

Training and continuing education of operational, regulatory and associated security staff

Synergism of safety and security applied to radioactive sources: what does it mean in practice for
source users and regulators?

Sustainability: what does it mean in practice for each country, operating and regulatory
organisation?

Transport security requirements, equipment, training
Implementation for security level B sources and practices
National threat & design basis threat awareness, training and development

Import and export provisions - international harmonisation, information exchange and
coordination.

Radiation and nuclear emergency preparedness and response for malicious acts
Ideas, need and opportunities for continuing or further regional cooperation.

Regional Review Meeting on Radioactive Source Security, March 2010, Vietnam
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