Report of the Third Regional Review Meeting of the
Radiological Security Partnerships

on Radioactive Source Security

Bohol, Philippines, 18 to 20 January 2012
Hosted by the Philippines Nuclear Research Institute (PNRI)
in cooperation with the
Australian Nuclear Science and Technology Organisation's
Regional Security of Radioactive Sources Project,
the United States Department of Energy National Nuclear Security Administration's
Global Threat Reduction Initiative,

and the International Atomic Energy Agency.

1. The Philippines Nuclear Research Institute (PNRI) hosted a meeting of representatives of
Vietnam, Thailand, Sri Lanka, Philippines, Nepal, Myanmar, Malaysia, Laos, Indonesia, and
Bangladesh to discuss the implementation of the South and South East Asia Radiological Security
Partnerships (RRSP) with the Partnerships’ sponsors: the Australian Nuclear Science and Technology
Organisation (ANSTO); the United States Department of Energy National Nuclear Security
Administration (NNSA); and the International Atomic Energy Agency (IAEA). Observers from the
World Institute for Nuclear Security (WINS), the United Kingdom’s Environment Agency (EA)
representing the Society for Radiological Protection (SRP), and the National Radiation Laboratory of
New Zealand (NRL) also took part. A list of participants is Attachment A. The meeting was preceded
by a two-day WINS Workshop on “Sharing Best Practices for Enhancing the Security of High-Activity
Radioactive Sources: Exploring the Role of Professional Associations”, on which WINS reported to the
meeting.

2. The meeting followed similar meetings held in Bali, Indonesia in July 2008 and Da Lat,
Vietnam in March 2010. This report does not repeat the observations made in the reports of those
meetings; therefore, in order to gain a complete picture of RRSP activities, it is necessary to read all
three reports. Copies of these meeting reports are available at

http://www.ansto.gov.au/ data/assets/pdf file/0006/46392/FINAL RRSP Dalat Meeting Report i
ncl Attachments.pdf and

http://www.ansto.gov.au/ data/assets/pdf file/0010/49195/RRSP Bali Meeting Report FINAL 2
4 July 2008.pdf.

3. It was recalled that the IAEA held the second Open-ended Meeting of Technical and Legal
Experts for Sharing of Information as to States' Implementation of the Code of Conduct on the Safety
and Security of Radioactive Sources and its supplementary Guidance on the Import and Export of
Radioactive Sources (Information Exchange Meeting) in Vienna from 17-21 May 2010. A
representative of the region reported to that meeting on activities in the region between 2007 and
2010.

4, The meeting was informed that the IAEA would shortly be providing awareness training on
nuclear security to Vienna-based missions. Further, the IAEA was planning to hold major conferences
on nuclear security and on the safety and security of radioactive sources during the course of 2013,
and that those conferences would provide an opportunity to highlight the achievements of the RRSP
and to discuss whether it would be desirable to convert the IAEA Code of Conduct on the Safety and
Security of Radioactive Sources into a Convention or other internationally binding agreement.
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5. The objectives of the January 2012 RRSP meeting were:

e To review developments and challenges within the region in subscribing to and implementing
the Code of Conduct, the Guidance on the Import and Export of Radioactive Sources, IAEA
Nuclear Security Series guidance and Integrated Nuclear Security Support Plans, and WINS
International Best Practice Guides;

e To review the progress and status of national and regional radioactive source security
programs and related arrangements since the second regional review meeting held in Da Lat,
Vietnam, March 2010; and

e To identify common issues and model solutions in developing and implementing radioactive
source security and related arrangements with a view to strengthening and sustaining State
efforts and promoting regional and international cooperation.

6. The focus of the review meeting was on the control, safety, security and life-cycle
management of Security Level A and B radioactive sources and their associated facilities. This
includes:

a) measures for the detection and prevention of theft or sabotage attempts, including
physical protection and security management at facilities;

b) regulatory criteria and requirements, evaluation and inspection programs;
c) security incident response arrangements;
d) radiological emergency preparedness for and response to malicious acts;

e) human resource development such as training and train-the-trainer programs on any of the
above;

f)  relationships to other programs including safety and safeguards, and nuclear facilities; and
g) international and regional cooperation.

7. The program of the meeting is Attachment B. In addition to presentations on international
source security programs from the IAEA, ANSTO Regional Security of Radioactive Sources (RSRS)
Project, US Global Threat Reduction Initiative (GTRI) and WINS, the representatives of the ten
participating states gave national presentations on their source security activities. These
presentations - which were admirably frank self-assessments of needs and challenges as well as
achievements - primarily focused on the work that had been undertaken since the Da Lat regional
review meeting. Presentation discussion points included:

e Recent developments in national legislation and regulations;

e Activities under the RRSP, including security awareness raising seminars, physical protection
and security management courses and train-the-trainer courses;

o Development of national capacities in regulatory control, training and installation and
maintenance of security systems;

e Sustainability issues; and
e Suggestions and recommendations for future implementation and cooperation.

8. The presentations noted a number of key achievements of the RRSP, including: the
upgrading of security at 116 facilities in the regions; the conduct of more than 150 security
awareness seminars and training courses for senior decision-makers, regulators and operators; and
the development of indigenous training capacities by five South East Asian countries. Participants in
the Partnerships continue to advance in their implementation of the Code of Conduct, and the region
continues to lead the world in the implementation of source security measures and of the Code of
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Conduct more generally. The meeting welcomed advice that in December 2011 Malaysia had
officially written to the Director-General of the IAEA expressing its commitment to the Code of
Conduct. Those regional states which had not yet done so were encouraged to write to the
Director-General, and all regional states were encouraged to continue their active participation in
Code meetings.

9. The meeting welcomed progress reported by Laos and Nepal in the development of
legislative and regulatory systems to allow them to effectively implement the provisions of the Code
of Conduct, on which proper security regulation can be built. Once a basic legislative infrastructure is
in place, the RRSP will be able to assist in addressing source security issues in those states.

10. Discussions focused on four specific areas of improvement:
a) National and Regulatory Infrastructure for Source Security
b) Physical Protection and Security Management
¢) Training Programs
d) Effectiveness and Sustainability

National and Regulatory Infrastructure for Source Security

11. Participants noted that nuclear security can only be effectively implemented under a
comprehensive national legislative and regulatory system, developed with regard to existing IAEA
guidance, particularly the Code of Conduct and the Nuclear Security Series. Ideally, such a system
should flow from a national policy which recognises the importance of the issue. Professional bodies
can provide an impetus for the development of such a national policy. It is also important to gain the
attention of legislators, and there was discussion of ways in which that might be done. Clearly,
approaches specific to the circumstances of the country involved are needed. It was felt that
international peers might assist in raising awareness; mention was made of the Inter-Parliamentary
Union and the Asian Inter-Parliamentary Union as possible mechanisms. It was noted that any
presentations to legislators should balance messages about security threats with description of the
beneficial uses of radioactive sources, in order to avoid hasty responses based purely on threat.

12. Once a national nuclear security regime is in place, it is important to keep its effectiveness
under review, and for it to adapt to changing circumstances and new demands. The role of Agency
missions, together with activities undertaken under the Partnerships, in providing peer review of
national regulatory systems was emphasised.

13. Participants noted the particular issue of cross-border movements and off-shore operations
involving industrial radiography sources licensed in one country but temporarily used in another
country’s territory, either off-shore or on-shore. This situation highlighted that regulatory control of
sources - which is essential to security - would be enhanced by the implementation of arrangements
to ensure that national regulatory bodies in the region are aware of all operations involving Category
2 industrial radiography sources in their jurisdiction, especially those that occur on a temporary
basis, as provided in the Code of Conduct and its associated Guidance on the Import and Export of
Radioactive Sources. The meeting encouraged regional regulators to share knowledge of the
movement of sources between jurisdictions through a cooperative approach. This networking and
proactive regulatory interaction will improve national and regional capabilities and consistency in
implementing and sustaining Security Level B security measures.

Physical Protection and Security Management

14. It was noted that in some countries facility operators may need further encouragement to
implement the security systems necessary for protecting radioactive sources. In such circumstances,
it was appropriate for the regulator to remind the operator of the potential financial losses and
reputational damage which could accrue, and ultimately to implement its enforcement powers if
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necessary. Another form of leverage could be peer pressure through professional bodies or industry
associations, given the damage that would accrue to the industry as a whole if there were to be a
security incident involving a radioactive source.

15. The meeting recognised the importance of assigning responsibility for the security function
within a facility. In many cases, such as medical facilities, it would be appropriate to locate the
responsibility for safety and security functions with the same person or position.

16. One area where further improvement is needed in a number of countries is coordination
between the regulator, operators, security vendors, and authorities responsible for law enforcement,
customs and first response. The Philippines reported that they are developing a formal relationship
between the regulator, operators and law enforcement authorities, and anticipated that they will be
able to share their experience in the operation of the relationship with other regional states.
Response training to a security incident, as provided by GTRI, can play a constructive role in this
regard.

17. At the Da Lat review meeting in March 2010 it was recommended that specific, detailed
provisions for the security of Category 2 industrial radiography sources be developed at the national
level and implemented at the user or facility level. As a result, the ANSTO RSRS Project in partnership
with the US GTRI, the IAEA and the New Zealand Ministry for Foreign Affairs and Trade (MFAT)
conducted a South East Asia Regional Workshop on Radioactive Source Security Level B (Industrial
Radiography Practices) in Sydney from 6 to 10 September 2010. A paper on this workshop is
available from the RSRS Project website:

http://www.ansto.gov.au/business services/specialised services/regional security of radioactive s
ources project

The ANSTO RSRS Project announced an intention to hold a follow-up meeting in the region later in
2012.

Training Programs

18. Many of the issues and challenges related to establishing and maintaining an effective
national nuclear security regime can be addressed through the development and implementation of
training programs appropriate for their purpose and audiences. The Systematic Approach to Training
(SAT) and self-assessment are very useful tools for ensuring that the training program addresses
specific country needs. Training should include significant practical exercises from the operational
perspective.

19. Training programs, such as those delivered through these Regional Radiological Security
Partnerships, continue to make a significant contribution to developing competence in all aspects of
source security management. Train-the-trainer is a vital component of long-term sustainability of
national programs, and has been implemented with five South East Asian countries. Other countries’
training needs on radioactive source security are more basic — Myanmar in particular recognised the
potential benefits of such programs and undertook to consider inviting a RRSP mission to assess its
national training needs.

20. In states with many holders of radioactive sources, it is challenging for international training
programs to reach all the people who need appropriate security training. National nuclear bodies
and professional associations can play a critical intermediary role in that regard, once their staff have
benefited from train-the-trainer programs. It was noted that BATAN plan to play that role in
Indonesia.

Effectiveness and Sustainability

21. Participants recognised that sustainability of an effective security regime — at the national
and facility levels - is essential. It was recalled that the Code of Conduct calls on states to “achieve
and maintain a high level of safety and security”, and that the reports of the 2007 and 2010
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Information Exchange Meetings had stressed the importance of sustainability. The recently issued
IAEA Nuclear Security Series document number 14 “Nuclear Security Recommendations on
Radioactive Material and Associated Facilities” also stresses the importance of sustainability. The
sustainability of national and facility source security systems is analogous to the sustainability of a
safety system, in which many regional states have long experience. Nevertheless, security has some
differences to safety, and the development of IAEA guidance on sustainability would be highly
beneficial.

22. There are a range of mechanisms that will support effectiveness and sustainability at the
facility level:

e Security plans;
e Self-assessment and regular testing of systems and personnel;
e Accreditation and/or certification of training institutions, trainers and staff;

e Security inspections by a regulatory body that are more than going through checklists
(inspectors have the capability to evaluate the effectiveness of security systems);

e Ongoing inspector training to support the development and maintenance of that capability;
and

e For operators, sustaining security should be analogous to sustaining their business.
23. At the national level, mechanisms that support sustainability and effectiveness include:
e Continued national commitment at the highest level;

e Strong (“institutionalized”) regulatory body training programs for both regulatory staff and
operators;

e Self-assessment and international peer review of national nuclear security regimes;
e Strong security culture at all levels;
e Cooperation between regulators and professional associations; and

e The development and implementation of national security plans, as well as Integrated
Nuclear Security Support Plans supported by the IAEA.

24. Participants committed to implementing such mechanisms with support from the RRSP
partners.

Conclusion

25. The meeting reaffirmed the importance of a cooperative approach within the region and also
with the NNSA, ANSTO and IAEA programs. That cooperation has improved national and regional
capabilities to implement and sustain security measures. The key challenge for the future will be to
sustain and build upon those improvements once the current international programs cease.

26. Cooperation between regional countries on a bilateral basis was also encouraged. A
particular example of such cooperation was assistance provided by Vietnam to Laos in establishing a
basic regulatory regime. It was noted that developments in wider regional cooperation — such as the
proposed ASEAN free trade area — might have unintended consequences for continuity of regulatory
control, and that national regulators had a role in advising their governments in that regard.

27. Participants expressed their appreciation for the sponsors of the meeting - the IAEA, ANSTO,
US NNSA and PNRI. They looked forward to further support for regional source security activities
from those organisations and from the NRL, who provides assistance to the RRSP as part of New
Zealand’s contribution to the Global Initiative to Combat Nuclear Terrorism (GICNT).
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28. Thailand has agreed to host the fourth regional review meeting around October 2013. In
preparation for this fourth regional review meeting, participating states were encouraged to again
conduct a frank self-assessment, as had been the case at this meeting. Such self-assessments had
allowed states to more readily identify areas where further international cooperation could be
beneficial. Given the positive contribution of operators to this meeting, participating states were
encouraged to include operators in their delegation, along with representatives of professional
associations.
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Attachment A
COUNTRY PARTICIPANT POSITION & ORGANISATION CONTACT DETAILS
1. AUSTRALIA MR. ALLAN MURRAY Leader RSRS Project Tel: +61297173260

Australian Nuclear Science and Technology Organisation (ANSTO) Fax: +61297179266

Locked Bag 2001, Kirrawee DC, NSW, 2232, Australia Email: allan.murray@ansto.gov.au
2. AUSTRALIA MR. STEVEN MCINTOSH Senior Adviser Tel: +61297173699

Australian Nuclear Science and Technology Organisation (ANSTO) Fax:

Locked Bag 2001, Kirrawee DC, NSW, 2232, Australia Email: steven.mcintosh@ansto.gov.au
3. AUSTRALIA MR. PAUL JONES General Manager Security & Safeguards Tel: +61297179960

Australian Nuclear Science and Technology Organisation (ANSTO) Fax: +61297176111

Locked Bag 2001, Kirrawee DC, NSW, 2232, Australia Email: paul.jones@ansto.gov.au
4. AUSTRALIA MR. ANDREW POPP RSRS Project Physicist Tel: +61297179664

Australian Nuclear Science and Technology Organisation (ANSTO) Fax: +61297179266

Locked Bag 2001, Kirrawee DC, NSW, 2232, Australia Email: andrew.popp@ansto.gov.au
5. AUSTRALIA MR. JOHN BUS Emergency Preparedness & Response Project Officer Tel: +61297179869

Australian Nuclear Science and Technology Organisation (ANSTO)
Locked Bag 2001, Kirrawee DC, NSW, 2232, Australia

Fax: +61297179266
Email: john.bus@ansto.gov.au

6. BANGLADESH MR. A.K.M. RAUSHAN KABIR

ZOARDAR

Principle Scientific Officer
Bangladesh Atomich Energy Commission (BAEC)
4 Kazi Nazrul Islam Avenue, Ramna Dhaka Bangaldesh

Tel: 88 01711703355
Fax:
Email: zoardar@gmail.com

7. BANGLADESH MR. A.B.M. ARSHAD HOSSAIN

Deputy Secretary
Ministry of Science and Technology (MOST)
Bangladesh Secretariat, Abdul Gani Road, Dhaka 1000 Bangladesh

Tel: 88 02 9555453
Fax: 88 02 7169606
Email: abmarshad@gmail.com

8. IAEA MR. BRIAN WAUD Office of Nuclear Security Tel: +43 (1) 2600-21938
International Atomic Energy Agency (IAEA) Fax: +43 (1) 2600-29299
Email: B.Waud@iaea.org
9. INDONESIA MR. YERRI NOER KARTIKO Indonesian Nuclear Energy Regulatory Agency (BAPETEN) Tel: 0062 21 638 58269
JI. Gajah Mada No. 8 JAKARTA 10120 INDONESIA Fax: 0062 21 638 58275
Email: y.kartiko@bapeten.go.id
10. INDONESIA MR. FERLY HERMANA Director, Center for Partnership in Nuclear Technology Tel: +62215204246

Indonesian National Nuclear Energy Agency (BATAN)

Fax: +62215251110
Email: hermana@batan.go.id
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COUNTRY PARTICIPANT POSITION & ORGANISATION CONTACT DETAILS
11. INDONESIA MR. KHAIRUL Supervisor Physical Protection Tel: +62-21 7562860
Indonesian National Nuclear Energy Agency (BATAN) Fax: +62-21 7560895
Email: khairul@batan.go.id
12. LAOS MR. MAYTHONG Deputy Director of UN Political and Security Affairs Division Tel: +85621 414025
THAMMAVONGSA Dep. of International Organizations Fax: +85621 414025
Ministry of Foreign Affairs (MOFA) Email: maythong@gmail.com
13. LAOS MR. PHOUTHANOUTHONG Director of Administrative Division Tel: +85621 760631
XAYSOMBATH Science and Technology Research Institute Fax: +85621 760630
Email: pxaysombath@gmail.com
14. MALAYSIA DR. PIRUNTHAVANY MUTHUVELU Senior Principal Assistant Director Tel: 603-8883 2224
Medical Physics Unit, Engineering Services Division Fax:
Ministry of Health Malaysia (MoHM) Email: pmuthuvelu@yahoo.com
Level 4, Block E6, Parcel E, Federal Government Administrative
Centre, 62590 Putrajaya, Malaysia
15. MALAYSIA MS. HALIMATON SA’DIAH BINTI Principal Assistant Director Tel: 603-8883 2224
PAIMAN Medical Physics Unit, Engineering Services Division Fax:
Ministry of Health Malaysia (MoHM) Email: notam79@yahoo.com
Level 4, Block E6, Parcel E, Federal Government Administrative
Centre, 62590 Putrajaya, Malaysia
16. MALAYSIA MR. MOHD IRWAN EFFENDI BIN Assistant Director Tel: +603 89225888
MOHD NORDIN Atomic Energy Licensing Board (AELB) Fax: +603 89223685
Batu 24 Jalan Dengkil, 43800 Dengkil, Selangor, Malaysia Email: irwan@aelb.gov.my
17. MYANMAR MR. KYAW SEIN PHYO Department of Atomic Energy Tel: 0095 67 404462
Ministry of Science and Technology (MOST) Fax: 0095 67 404461
Building No. 21NAY PYI TAW MYANMAR Email: mostl18 @myanmar.com.mm
18. MYANMAR MR. MIN MIN SOE Department of Atomic Energy Tel: 0095 67 404462
Ministry of Science and Technology (MOST) Fax: 0095 67 404461
Building No. 21NAY PYI TAW MYANMAR Email: most18 @myanmar.com.mm
19. NEPAL MR. ISWAR SINGH THAPA Joint Secretary Tel: 977-1-4211698

Ministry of Science and Technology (MOST)
Government of Nepal
Singha Durbar, Kathmandu Nepal

Fax: 977-1-4211754

Email: iswarsinghthapa@hotmail.com;

isthapa@most.gov.np
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COUNTRY PARTICIPANT

POSITION & ORGANISATION

CONTACT DETAILS

20. NEPAL MR. KANCHAN ADHIKARI

Sr. Medical Physicist/Radiation Safety Officer
National Academy of Medical Sciences, Bir Hospital
Ratnapark, Kathmandu Nepal

Tel: 977-1-4221117 (329)
Fax: 977-1-4222864
Email: kanchanadhikari@gmail.com

21. NEW ZEALAND | MR. CRIS ARDOUIN

Senior Advisor (Science)
New Zealand National Radiation Laboratory (NRL)
ESR (Institute of Environmental Science and Research Ltd)

Tel: +6433665059
Fax: +6421839450
Email: Cris.ardouin@esr.cri.nz

22. PHILIPPINES MR. EDUARDO MARTIN R. MENEZ

Assistant Secretary
Office of United Nations and International Org. (UNIO)
Department of Foreign Affairs (DFA)

Tel: +63(2)834-3094
Fax: +63(2)833-1322
Email: erm _nypm@yahoo.com

23. PHILIPPINES MS. MICHELLE JAYAG

Assistant for International Peace and Security
Office of United Nations and International Org. (UNIO)
Department of Foreign Affairs (DFA)

Tel: +63(2)834-3165

Fax: +63(2)833-1322

Email: mjayag@yahoo.com;
unio.divS@dfa.gov.ph

24. PHILIPPINES DR. ALUMANDA M. DELA ROSA

Director
Philippine Nuclear Research Institute (PNRI)
Commonwealth Avenue, Diliman, Quezon City, Philippines

Tel: +63(2) 9294719
Fax: +63 2 920 1646
Email: amdelarosa@pnri.dost.gov.ph

25. PHILIPPINES DR. CORAZON C. BERNIDO

Deputy Director
Philippine Nuclear Research Institute (PNRI)
Commonwealth Avenue, Diliman, Quezon City, Philippines

Tel: +63-2-9208741
Fax: +63-2-9201646
Email: ccbernido@pnri.dost.gov.ph

26. PHILIPPINES MS. JULIETTA E. SEGUIS

Head, Nuclear Safeguards & Security Section
Philippine Nuclear Research Institute (PNRI)
Commonwealth Avenue, Diliman, Quezon City, Philippines

Tel: 463 2 920 3214
Fax: +63 2 920 1646
Email: jeseguis@pnri.dost.gov.ph

27. PHILIPPINES MR. TEOFILO V. LEONIN, JR.

Supervising Science Research Specialist
Philippine Nuclear Research Institute (PNRI)
Commonwealth Avenue, Diliman, Quezon City, Philippines

Tel: 63-2-9296011

Fax: 63-2-9208797

Email: tvleonin@pnri.dost.gov.ph;
tvirhoda2@yahoo.com

28. PHILIPPINES MS. SYLVIA S. BUSINE

Senior Science Research Specialist
Philippine Nuclear Research Institute (PNRI)
Commonwealth Avenue, Diliman, Quezon City, Philippines

Tel: +63 2 920 3214
Fax: +63 2 920 1646
Email: ssbusine@yahoo.com

29. PHILIPPINES MR. NELSON BADINAS

Science Research Specialist Il
Philippine Nuclear Research Institute (PNRI)
Commonwealth Avenue, Diliman, Quezon City, Philippines

Tel:
Fax:
Email:
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COUNTRY PARTICIPANT POSITION & ORGANISATION CONTACT DETAILS
30. PHILIPPINES MS. NYDIA MEDINA International Cooperation Section Tel:
Philippine Nuclear Research Institute (PNRI) Fax:
Commonwealth Avenue, Diliman, Quezon City, Philippines Email: ncmedina@pnri.dost.gov.ph
31. PHILIPPINES MRS. EULINIA M. VALDEZCO ANSTO RSRS Project Consultant Tel: +6324118062
Fax:
Email: eulinia@valdezco.org
32. SRI LANKA MR. KURUKULASURIYA NEEL Senior Scientific Officer Tel: 94 11-2533427-8
ROSHAN FERNANDO Atomic Energy Authority (AEA) Fax: 94-11-253344-8
Colombo, Sri Lanka Email: neel@aea.ac.lk
33. SRILANKA MR. THENUWARA HANNADIGE Senior Scientific Officer Tel: 94-11-2533427-8
SUNIL SHANTHA Atomic Energy Authority (AEA) Fax: 94-11-253344-8
Colombo, Sri Lanka Email: ssthenuwara@aea.ac.lk
34. THAILAND MR. SUNTHORN KOMOLSUK Specialist Radiation Physicist Tel: +662 5795230; +6625967600 ext. 3516
Bureau of Radiation Safety Regulation Fax: +662 5613013
Office of Atoms for Peace (OAP) Email: sunthorn@oaep.go.th
35. THAILAND MS. PENNAPA KANCHANA Office of Atoms for Peace (OAP) Tel: +66 2 596 7600 ext. 1522
Fax: +66 2 596 7600 ext. 1522
Email: pennapa@oaep.go.th
36. THAILAND MR. SOMBUUN JERACHANCHAI Office of Atoms for Peace (OAP) Tel: 662-579-7811
Fax: 662-562-0086
Email: sombuun@oaep.go.th
37. THAILAND DR. RUNGDHAM TAKAM Senior Radiation Physicist Tel: +662 596 7600 ext. 1512
Bureau of Radiation Safety Regulation Fax: +662 561 3013
Office of Atoms for Peace (OAP) Email: rungdham@oaep.go.th
38. UK MR. CHRIS ENGLEFIELD President 2011/12 Tel: +441524842508
The Society for Radiological Protection (SRP) Fax: +441524842508
Email: Chris.englefieldis@gmail.com
39. USA MR. RANDY HOWELL Program Manager Tel: 202-586-8834
United States Department of Energy National Nuclear Security Fax: 202-586-0239
Administration (NNSA) Email: randy.howell@nnsa.doe.gov
40. USA MR. JEREMY JAMISON Regional Project Manager Tel: +1 5093752210
Pacific Northwest National Laboratory (PNNL) Fax:
902 Battelle Boulevard, P.O. Box 999, MSIN K8-14, Richland, WA Email: jeremy.jamison@pnnl.gov
99352, USA
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COUNTRY PARTICIPANT POSITION & ORGANISATION CONTACT DETAILS
41. USA MR. FREDERIC MORRIS National Infrastructure Lead Tel: +1 206-528 3332
Pacific Northwest National Laboratory (PNNL) Fax: +1 206-528 3332
902 Battelle Boulevard, P.O. Box 999, MSIN K8-14, Richland, WA Email: fa.morris@pnnl.gov
99352, USA
42. USA MR. DANIEL MILLER Project Manager/Senior Physical Protection Specialist Tel: +1 509-375-2600
Pacific Northwest National Laboratory (PNNL) Fax: +1 509-375-6900
902 Battelle Boulevard, P.O. Box 999, MSIN K8-14, Richland, WA Email: daniel.miller@pnnl.gov
99352, USA
43. USA MS. NATASHA TRUDEAU Infrastructure Development Specialist Tel: 509.372.6134
Pacific Northwest National Laboratory (PNNL) Fax:
902 Battelle Boulevard, P.O. Box 999, MSIN K8-14, Richland, WA Email: natasha.trudeau@pnnl.gov
99352, USA
44. USA MR. MARK HAWK Transportation Technologies Group Tel: 865-946-1275
Oak Ridge National Laboratory (ORNL) Fax: 865-235-2774 (mobile)
Email: hawkmb@ornl.gov
45. VIETNAM MR. NGUYEN VAN HOA Head of Radiation Safety Unit Tel: +84 918519910
Cho Ray Hospital (Group A Facility) Fax: +84 838557267
Email: hoavn427 @yahoo.com
46. WINS MR. PIERRE LEGOUX Programme Manager Tel:
World Institute of Nuclear Security (WINS) Fax:

Email: pierre.legoux@wins.org
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Attachment B: PROGRAM as delivered

Third Regional Review Meeting of the

Radiological Security Partnerships

Bohol, Philippines, 18 to 20 January 2012
Hosted by the Philippines Nuclear Research Institute
in cooperation with
the International Atomic Energy Agency Office of Nuclear Security,

the Australian Nuclear Science and Technology Organisation's Regional Security of Radioactive Sources
Project, and

the United States Department of Energy National Nuclear Security Administration's Global Threat
Reduction Initiative.
Objectives

1. To review developments and challenges in subscribing to and implementing the IAEA Code of
Conduct on the Safety and Security of Radioactive Sources (CoC), the Guidance on the Import and
Export of Radioactive Sources, IAEA Nuclear Security Series guidance and Integrated Nuclear Security
Support Plans, and WINS International Best Practice Guides.

2. To review the progress and status of national and regional radioactive source security programs and
related arrangements since the second regional review meeting held in Da Lat, Vietham, March
2010.

3. To identify common issues and model solutions in developing and implementing radioactive source
security and related arrangements with a view to strengthening and sustaining State efforts and
promoting regional and international cooperation.

Scope

2. The focus of the review meeting is on the control, safety, security and life-cycle management of
Security Level A and B radioactive sources and their associated facilities. This includes:

a) measures for the detection and prevention of theft or sabotage attempts, including physical
protection and security management at facilities,

b) regulatory criteria and requirements, evaluation and inspection programs,

c) security incident response arrangements,

d) radiological emergency preparedness for and response to malicious acts,

e) human resource development such as training and train-the-trainer programs on any of the
above, and

f) relationships to other programs including safety and safeguards, and nuclear facilities.
Anticipated Outcomes
Based upon the discussion and participants’ collective experience, the meeting should

e identify the best practical methods and activities to promote effective implementation at national
and facility levels;

e identify and prioritise any elements of national programs that may require further international
support and cooperation;

e identify opportunities for transfer of best practice and lessons learned within and between South
East Asia and South Asia countries;

e identify opportunities for transfer of best practice and lessons learned to the broader international
community.
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Day 1: Wednesday 18 January

International Source Security Programs and National Source Security Activities

Opening

Master of Ceremony: Mrs Eulinia Valdezco, Philippines

08:00 | Registration

08:30 | Meeting Opening and Welcome from the Mr Eduardo Martin R. Mefiez, Assistant

Philippines Government Secretary, Philippines Department of Foreign
Affairs
Welcome and Introduction from the Dr Alumanda Dela Rosa

Director, PNRI

Introductory remarks from cooperating or | IAEA Office of Nuclear Security, Brian Waud
Sponsoring agencies ANSTO RSRS Project, Allan Murray
US GTRI, Fred Morris

International Source Security Programs

Session chair: Mrs Eulinia Valdezco, Philippines

1. 09:00 IAEA Source Security Program Brian Waud

2. 09:15 ANSTO RSRS Project Allan Murray

3. 09:30 US GTRI Program Randy Howell

4, 09:45 WINS Program Pierre Legoux
10:00 Group photograph followed by tea / coffee break

National Presentations on Source Security and Related Activities

Session chair: Mr Ferly Hermana, Indonesia

5. 10:45 Vietnam
6. 11:00 Thailand
7. 11:15 Sri Lanka
8. 11:30 Philippines
9. 11:45 Nepal
12:00 Discussion and review

12:15 Lunch

Session chair: Mr Sunthorn Komolsuk, Thailand

10. 13:30 Myanmar

11. 13:45 Malaysia

12. 14:00 Laos
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13. 14:15 Indonesia
14. 14:30 Bangladesh
14:45 Discussion and review
15:00 Tea / coffee break
15. 15:30 Introduction on the Status of the Code of Steve Mclintosh
Conduct
16. 15:45 Review of Findings and Recommendations | Steve McIntosh
from the Second Regional Review Meeting
of the Radiological Security Partnerships,
Da Lat, March 2010
16:00 Discussion and review
16:15 Close
18:30 Official dinner hosted by the Director PNRI and the ANSTO RSRS Project Manager

Day 2: Thursday 19 January

Source Security Foundations, Implementation and Sustainability: Issues and Challenges

National and Regulatory Infrastructure for Source Security

Session chair: Dr Alumanda Dela Rosa, Philippines

17. 08:30 Presentation on the topical requirements, issues and Fred Morris
challenges
18. 08:50 Identifying main areas of need, potential solutions and Facilitated discussion
activities to support effective and sustainable
implementation
10:30 Tea / coffee break
Physical Protection & Security Management at Facilities
Session chair: Mr Paul Jones, Australia
19. 11:00 Presentation on the topical requirements, issues and Dan Miller and Jeremy
challenges Jamison
20. 11:20 Identifying main areas of need, potential solutions and Facilitated discussion
activities to support effective and sustainable
implementation
12:30 Lunch
Training Programs
Session chair: Mrs Eulinia Valdezco, Philippines
21. 13:30 Presentation on the topical requirements, issues and Allan Murray and Dan Miller

challenges
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22. 13:50 Identifying main areas of need, potential solutions and Facilitated discussion
activities to support effective and sustainable
implementation
15:00 Tea / coffee break
Assessment of Effectiveness and Sustainability
Session chair: Fred Morris, USA
23. 15:30 Presentation on the topical requirements, issues and Brian Waud
challenges
24, 15:45 Identifying main areas of need, potential solutions and Facilitated discussion
activities to support effective and sustainable
implementation
17:00 Close
Day 3: Friday 20 January
Findings and Recommendations
Session co-chairs: Paul Jones and Eulinia Valdezco
25. 08:30 Discussion, consolidation and prioritisation of common Facilitated discussion by co-
issues and model solutions chairs
10:00 Tea / coffee break
26. 10:30 Preparation of meeting report: topics and Led by Steve Mcintosh
recommendations
12:00 Lunch
27. 13:30 Discussion and consolidation of meeting report findings Led by Steve McIntosh
14:45 Tea / coffee break
28. 15:15 Presentation and discussion of draft RRSP Meeting Report | Steve MclIntosh
Findings and Recommendations
16:30 Closing remarks Dr Alumanda Dela Rosa and Mr
Eduardo Martin R. Mefiez, Mr
Brian Waud and
representatives from ANSTO,
US GTRI, and national
delegations.
17:00 Meeting close
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Guidance for Participants

Each country is invited to present on any of the topics outlined in section 1 of the background
information below. Please select the priority topics for your presentation based on the current
status of your country’s source security program. In particular it is suggested that country
presentations focus on the work that has been undertaken since the last regional review meeting
held in Da Lat, Vietnam, March 2010. A copy of the report from that meeting is available at:

http://www.ansto.gov.au/ data/assets/pdf file/0006/46392/FINAL RRSP Dalat Meeting Report i
ncl Attachments.pdf

Please note paragraphs 9, 10 and 12 of that report encouraged participating states to undertake a
self-assessment, now also copied in section 2 of the background information below. If possible,
speakers are encouraged to highlight the findings of any self-assessments.

Each country is invited to talk in reverse alphabetical order (Vietham to Bangladesh) with 15 minutes
for presentation delivery, discussion and any questions and answers. Please review the discussion
topics on issues and challenges in the background information section 3, and highlight any of those in
your country presentation that require attention from your perspective. This will assist discussion
during the meeting and in developing a plan for further international cooperation over the next two
years.

If the country presenter can please come prepared to speak and if MS PowerPoint is to be used, have
this available on memory stick, hard drive or CD for transfer.

Day 2 of the program is designed to have scene-setting presentations on four thematic areas of
e National and Regulatory Infrastructure for Source Security

e Physical Protection & Security Management at Facilities

e Training Programs

e Assessment of Effectiveness and Sustainability

Each will be followed by facilitated discussions identifying the main areas of need, potential solutions
and activities to support effective and sustainable implementation of source security. Some
countries will be invited to present their experience as part of the facilitated discussion in these
sessions. Please refer to section 3 of the background information below for suggestions on
discussion topics.

Background Information

1. National Presentations on Source Security and Related Activities - the following are suggested
topics for presentation by national representatives. Those presentations would be of maximum
duration 15 minutes each (typically less than 20 PowerPoint slides):

a) National legislative and regulatory infrastructure affecting radioactive source security
b) National source inventory, management and use of security level A and B sources

c) Satisfying the IAEA Code of Conduct on the Safety and Security of Radioactive Sources and its
associated Guidance on the Import and Export of Radioactive Sources

d) Identification of stakeholders (government agencies etc) involved

e) Regulatory assessment, inspection and enforcement for source security
f) Licensee security plans and procedures

g) Training programs, including train-the-trainer

h) National policies in relation to the management of disused sources
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i) International cooperation

i) Relevant findings and recommendations of IAEA expert missions such as Radiation Safety and
Security of Radioactive Sources Infrastructure Appraisal, Integrated Regulatory Review Service,
International Nuclear Security Advisory Service or International Physical Protection Advisory
Service.

k) Development and implementation of Integrated Nuclear Security Support Plans
[) Issues and challenges in implementing and sustaining source security requirements.
2. Self-Assessment of Sustainable Source Security

The second regional review meeting held in Da Lat, Vietnam, March 2010, agreed that a self-
assessment process of the sustainable source security regimes being implemented would be useful
for all states and that participating states should periodically assess their progress against the factors
outlined below. It was agreed that such a self-assessment should not form part of the assessment of
national capacity for the purposes of the import/export guidance, as this might discourage frankness
in the self-assessment.

National Level

The meeting noted the following elements of a sustainable source security regime at the national
level:

° Commitment from high-level national decision-makers;
. Legislation creating a regulatory body, consistent with IAEA standards;
. Regulations giving the regulatory body authority in a range of areas, including security issues

(although it was noted that even in the absence of such regulations, creative use of licence
conditions or other mechanisms on an interim basis could achieve the same objective);

. Regulatory guidance for preparing a security plan, including procedures;

. Regulatory guidance for evaluating security plans, inspection procedures and other relevant
documents;

. The regulatory inspection and enforcement regime;

° National source register;

° Coordinated threat assessment;

. Response system (coordinating with other relevant agencies);

. Protocols for incident reporting and assessment; and

. Training programmes, including awareness raising for senior decision makers, train-the-trainer

courses for regulatory body staff and general staff development.
Facility Level

The meeting noted the following elements of a sustainable source security regime at the facility
level:

. Site security plans, with clearly defined procedures and allocation of responsibility for security
management;

. An alarm response plan, which is regularly exercised;

o Security system maintenance, including necessary resources;

. Performance testing program;

. Training program at site level; and

. Staff qualification, including succession planning.
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In preparation for this third regional review meeting, participating states are encouraged to
undertake the self-assessment described above - not just on a "yes/no" basis, but at a more detailed
level. Such a self-assessment would allow states to more readily identify areas where further
international cooperation could be beneficial.

3. Source Security Foundations, Implementation and Sustainability: Issues and Challenges - the
following are suggested discussion topics which participants are asked to consider prior to the
meeting:

a) Security responsibilities: developing operational roles and responsibilities - recognising and
implementing new requirements (personnel duty or functional statements; lines of
responsibility, authority and supervision).

b) Security response: awareness of role and responsibilities, and the requirements for training and
equipment for on-site/local guard force, local law enforcement, and national authorities.

c) Continuous control: ensuring continuity of control, safety and security during source
replacement, transport, import and export, use and storage.

d) Inventory control: what the requirements for source accounting and inventorying mean in
practice. Daily operational radiation monitoring and quality control plus continuity of knowledge
of security system performance.

e) Disused source management: storage for how long? Arrangements for return to
supplier/manufacturer; disposal options; legacy issues.

f) Regulatory assessment, inspection for security: human resource development, training, train-
the-trainer programs, and new techniques for radiation safety inspectors to effectively inspect
for security.

g) Training and continuing education of operational, regulatory and associated security staff

h) Synergy of safety and security applied to radioactive sources: how does it work in practice for
source users and regulators?

i)  Source Security Sustainability: define what source security sustainability means in practice for
each country, and each operating and regulatory organisation.

i) Transport security requirements, equipment, training.
k) Implementation of security measures for security level B sources and practices.
[) National threat & design basis threat awareness, training and development.

m) Import and export provisions - international harmonisation, information exchange and
coordination.

n) Radiation and nuclear emergency preparedness and response for malicious acts.
4. Recommendations for Further Cooperation

Based on the presentations and discussion, the meeting will aim to identify specific opportunities for
cooperation among participating states and with international partners to further strengthen the
foundations, implementation, and sustainability of source security within the region.

Further Information
Contact the Organising Coordinators:

PNRI Julietta E. Seguis, Head, Nuclear Safeguards & Security Section,
jeseguis@pnri.dost.gov.ph

ANSTO Allan Murray, Manager RSRS Project, amu@ansto.gov.au

US DOE Fred Morris, PNNL, fa.morris@pnnl.gov

IAEA Brian Waud, Office of Nuclear Security, B.Waud@iaea.org
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