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Safety of radiation sources
and security of
radioactive materials

Contributed papers

Conference held in Dijon, France, 14—18 September 1998

Jointly sponsored by

the International Atomic Energy Agency.

the European Commission,

the International Criminal Police Organization
and the World Customs QOrganization

&) B ﬁ O

N

&

S

INTERNATIONAL ATOMIC ENERGY AGENCY I] /&E EA



International undertakings:

Action
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ACTION PLAN FOR THE SAFETY OF RADIATION SOURCES AND THE
SECURITY OF RADIOACTIVE MATERIALS

THE INTERNATIONAL CONFERENCE OF NATIONAL REGULATORY
AUTHORITIES WITH COMPETENCE IN THE SAFETY OF RADIATION
SOURCES AND THE SECURITY OF RADIOACTIVE MATERIALS:
IMPLICATIONS OF ITS MAJOR FINDINGS FOR THE ACTION PLAN

BACKGROUND

1. In Septernber 1998, following an assessment of the major findings of the first
Interrational Conference on the Safety of Radiation Sources and the Security of Radicactive
Matetials, held in Dijon, France, from 14 to 18 Septernber 1998 (the Dijon Conference), the
Agency’s General Conference (in resolution GC(42)/RES/12) - inter alia - encouraged all
govemments “fo take steps to ensure the existence within theiy ferritories of effective national
spstenss of control for erswing the sa@ty of radiation sowrces and the secwrity of vadioactive
mcterials” and requested the Secretariat “fo prepave jor the consideration of the Board of
Governors a report on:

(i) how nationd spsieras jor ensuring the saly of radiation sources and the security
of radioactive materials can be operated at a high level ofefectiveness and

(#) whether international wndertalings concerned with the effective operation of such
spsterns and attvacting broad adherence cowld be Prmwlated’.

2. InFebruary 1999, the Secretaniat submitted to the Board a report prepared in response to

the rentiact rmade afithothe Canamal Canferances Thae ronndt tame talran 1107 hier thea B aserd At 140
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Code of Conduct on the Safety and Security of Radioactive Sources

The IAEA’s Member States
Noting that radiation sources are used throughout the world for a wide variety of beneficial
purposes, e.g. in industry, medicine, research, agriculture and education,

Aware that their use involves risks due to radiation exposure,

Aware that these risks must be restricted and protected against through the application of
appropriate radiation safety standards,

Aware that there have been a number of accidents with serious, even fatal, consequences
during the use of radiation sources,

Recognizing that such accidents may have an adverse impact on individuals and on the
environment,

Recognizing the importance of fostering a safety culture in all organizations and among all
individuals engaged in the regulatory control or in the management of radiation sources,

Recognizing the need for effective and continuous regulatory control, both within States and
in situations involving the transfer of radiation sources between States,

Noting that serious accidents have occurred during the use of radiation sources, in particular
radioactive sources, as a result of ineffective, or lapses in the continuity of, regulatory control,
or as aresult of lapses in management control during extended periods of storage,

Recognizing that most of these accidents have been caused by the use of radioactive sources,
including accidents involving orphan sources,

Recognizing that a number of States may lack appropriate infrastructure for the safe
management of radioactive sources, and that consequently exporting States should take due
care in authorizing exports,




Objective:

“To achieve and maintain a high level of safety and
security of radioactive sources through the
development, harmonization and enforcement of
national policies, laws and regulations and through
the fostering of international co-operation.”
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2000 Code - security

Range of provisions of 2000 Code were
relevant to maintaining control over sources

Some of those provisions explicitly referred to
needs of “security”

Focus very much on incidents such as persons
stealing shiny objects for scrap metal resale

No consideration given at that time to possible
use of sources in RDDs




2000: Actions by Agency’s
governing bodies
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September 11, 2001



The path forward
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AGENCE INTERNATIONALE DE L'ENERGIE ATOMIQUE
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ORGANISMO INTERNACIONAL DE ENERG(A ATOMICA

QUESTIONNAIRE ON
THE CODE OF CONDUCT ON THE SAFETY AND SECURITY OF
RADIOACTIVE SOURCES
PART Page
PART 1: ADMINISTRATION OF THE CODE 1
PART 2: STRENGTHS AND WEAKNESSES OF THE CODE 2
PART 3: SPECIFIC ISSUES ARISING FROM THE CHAIRMAN'S REPORT ................. 5
PART 4: OVERALL IMPACT & GENERAL QUESTIONS 7

Please complete and retumn the questionnaire by 24 June to:

Source Safety Unit

Room BO777

Intemational Atomic Energy Agency
Wagrammer Strasse 5

P.O. Box 100

A-1400

Vienna, Austria

A copy of the questionnaire, in Word 2000, is enclosed on a diskette for the convenience
of those Member States that wish to complete and retun the form electronically.

Any queries relating to this questionnaire can be directed to:
1ahn Whaatlay tal- +472 1 2800 YORRT fav-+A2 1 2007 21987
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Part Il — Efforts to Strengthen the Code
Following 9-11



Post September 11, 2001.:
Addressing the
“Dirty Bomb” Threat

Kirsten Cutler, Ph.D.

U.S. Department of State

International Security & Nonproliferation
Office of Nuclear Energy, Safety & Security




owing the events of

September 11, 2001

« Radioactive sources, primarily a safety concern in
past, now considered a security risk

« A“dirty bomb” could

Incite widespread panic

cause illness and increase cancer risk
contaminate large areas

result in evacuations

severely disrupt the economy

O O O O O

« Shift in international nuclear security efforts to
Include radioactive materials
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Nuclear experts warned lawmakers that
American cities are not prepared to deal
with the impact of radiological weapons, or
"dirty bombs." (ABCNEWS.com)

Weapons of

‘Mass Disruption’

Experts Warn Lawmakers of
Vulnerability to 'Dirty Bombs'

WASHINGT ON, March 6 —
Nuclear experts told Congress today
that terrorists are not just interested in
weapons of mass destruction they are
also seeking weapons of mass
disruption — weapons, that might kill
no one but would create widespread
psychological trauma.

In testimony before the Senate
Foreign Relations Committee, the

SENEWS.com
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Industrial radiography



able and orphan sources
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FIG.9.4. Detailed view of the bed of an deep ulcer after partial resection. The blackening of
surrounding tissue, fat necrosis and skin suffering are clear indications of poor evolution of
this injury.




Improving international standards

* |n 2002-2003, the IAEA carried out a CODE OF CONDUCT ON
. . THE SAFETY AND SECURITY OF
number of technical meetings to RADIOACTIVE SOURCES

revise the Code of Conduct to more TRCR VB 22 4 R 224T S vE T

adequately address security concerns CODE DE CONDUITE SUR _
LA SURETE ET LA SECURITE

DES SOURCES RADIOACTIVES

* Code contains non-legally binding MBrEKC SREEREHREL G

guidance for life-cycle control of OBECME4EHUIO BE3OMACHOCTM U
. . COXPAHHOCTU PAOUOAKTUBHDbIX
radioactive sources MCTOYHUKOB

CODIGO DE CONDUCTA

* Revised Code was approved by IAEA OB S L OCICA

Board of Governors in 2003 and RADIACTIVAS
published in 2004.
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National regulatory infrastructures

physical
protection of
materials
access controls
national
registries
training
notification
requirements
orphan source
recovery
import/export
guidelines
emergency
planning
Inspections /
enforcement

TABIEI ACTIVITIES CORRESPOMDIMNG TO THEESHOLDS OF
CATEGORIES
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* Thase radiomcidas are very mlikely fo b wed i ndnddoel radioactive sources with
activity levels that would place Swem witkin Categedes 1, 2 or 3 and would themefore not be
wabgact to the paragraph ralasmg to nztional registries (117 or the paragraphs ralating to import
and sxper: central {23 e 1€
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IAEA General Conference

haea

General Conference

2003 Resolution GC(47)/RES/7

e calls for States to make a
o-operation In Nugear, Radiation an litical commitment to follow
Tr(;?isp%rtaéafety :Ind I\Na‘stz I\gar:agemgnt po
lenﬁnnammduummmmmmmpm COde:
“...urges each State to write to
Measares to Strengthen Tntertional Co_operation in Naciear, the Director General that it...is
Radiation and Transport Safety and Waste Management . .
e b oo B working toward following the

T guidance contained in the IAEA
m—— Code of Conduct...”

(4} Reiterating the importance of Member States taking the necessary steps to develop and
improvve their national nuclear, radiation and waste safety legal infrastructures,

[O] NMMMGC( FIVINE/3 and GC(47VINF/4 (with its Addenda),
to nuelaar, and waste safaty issues of

concem to Munl:u'fnhhu,

(D  Noting that the Agency is i ional Confe on the Protaction of the
anmﬁmmmqmm.ngmmmsmwomhzm,




2003 G8 SUMMIT, EVIAN
G8 Statement (excerpts)

We commit ourselves to employing high standards that reduce the
vulnerability of radioactive sources to acquisition by terrorists.

We urge all countries to take measures to strengthen regulatory
control of high-risk sources within their territories.

The Group of Eight will:
Encourage all countries to strengthen controls on radioactive

sources and observe the Code of Conduct when the revisions to it
have been completed and approved.

Enhance international co-operation on locating, recovering, and
securing high-risk radioactive sources.

Support and advance the IAEA's programs... to promote the
implementation of the Code of Conduct...
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efforts to |mprove the security of sources transferred
across borders

In 2003-2004, the IAEA began development of international export
control guidelines for radioactive sources.

Security of these transfers were of concern because they were not
being tracked and countries were often unaware that large sources had
entered their territories.

There was minimal evaluation of whether
the recipient was licensed to possess the
sources and whether the receiving State had
adequate controls.

While Code contained general export
provisions, States requested specific
guidelines so that these transactions were
carried out in a harmonized fashion.




- ‘Mﬁort
« Development of export control guidelines received considerable

political backing at the G-8 Sea Island and the U.S.-EU Shannon
Summits.

» Leaders endorsed the guidelines and announced their intention
to put them in place by the end of 2005.

2004 G8 SUMMIT (Sea Island) — excerpt

We have agreed to export and import control guidance for high-
risk radioactive sources, which should only be supplied to
authorized end-users in states that can control them.

We seek prompt IAEA approval of this guidance to ensure that
effective controls are operational by the end of 2005 and applied
in a harmonized and consistent manner.

We support the IAEA's program for assistance to ensure that all
countries can meet the new standards.




of Radioactive Sources

« In 2004, the non-legally binding
Guidance was approved by the IAEA
Board of Governors; it was published in
2005.

* Represents the first international export
control framework for radioactive
sources.

« An important step forward in preventing
theft and diversion of materials being
transferred across borders.

Applies to
Category 1 and 2
sealed sources
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Qa! Ls!m!ein oi i a triennial review mechanism

* In 2006, IAEA established a formalized process of information
exchange between States in order to further facilitate
Implementation of the Code and the Guidance.

» This review mechanism was called for in the Findings of the
2005 “International Conference on the Safety and Security of
Radioactive Sources” held in Bordeaux, France.

* This process was implemented in 2007, 2010, and now In
2013 (Abu Dhabi). The review meetings were attended by
120 experts from 72 States in 2007 and 160 experts from 92
Member States in 2013. (In contrast, only 17 States attended
the 2002 Code of Conduct meeting).



2011 Revision of the import/export Guidance

* In 2011, IAEA convened a consultants meeting to consider
what revisions may be necessary to Guidance. Later, it was
followed by a technical meeting to consider the consultants
recommendations. The technical meeting was attended by155
experts from 82 States.

e There was general consensus that main provisions of the
Guidance should not be altered. Participants supported
revisions to update and clarify text in order to improve
harmonized implementation. The biggest change was to Annex
1 which provides a questionnaire for helping assess a State’s
ability to safely, securely manage sources.

« September 2011 IAEA Board of Governors approved revised
Guidance and the revised Guidance was published in 2012.



upportive of
Radioactive Source Safety & Security Efforts

— Nuclear Security Fund — 156 M Euros in voluntary contributions
since 2002

— Integrated Regulatory Review Service (IRRS)

— Integrated Nuclear Security Support Plans (INSSP)

— RAIS software for national source registry

— Workshops, Training, Outreach

— Development of International Guidance for Security of Sources

_ _ Guide on Security of Radioactive Sources
IAEA Nuclear Security Series IAEA Nuclear Security Series No. 11



77\ International Conference on
4 : \ Security of
R \Radioocﬁve Sources
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for Radlation Safety
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Rabat, 2003

Abu Dhabi, 2013
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Other ternational Efforts:
2012 Nuclear Security
Summit, Seoul

Communique: “Taking into account that radioactive sources are widely used and can be
vulnerable to malicious acts, we urge States to secure these materials, while bearing in
mind their uses in industrial, medical, agricultural and research applications. To this end,
we encourage States in a position to do so to continue to work towards the process of
ratifying or acceding to the ICSANT,; reflect into national practices relevant IAEA Nuclear
Security Series documents, the IAEA Code of Conduct on the Safety and Security of
Radioactive Sources and its supplementary document on the IAEA Guidance on the
Import and Export of Radioactive Sources; and establish national registers of high-activity
radioactive sources where required. We also commit to work closely with the IAEA to
encourage cooperation on advanced technologies and systems, share best practices on
the management of radioactive sources, and provide technical assistance to States upon
their request. In addition, we encourage continued national efforts and international
cooperation to recover lost, missing or stolen sources and to maintain control over disused
sources.


http://www.thenuclearsecuritysummit.org/eng_media/photo/photo_view.jsp?oCmd=6&b_code=2&idx=205&f_gubun=0

| = have made a political
commltment to follow Code of Conduct

International support for the Code of Conduct on the Safety
and Security of Radioactive Sources (as of 17 July 2013)

Legend
- Written to IAEA to express support for the Code of Conduct on the Safety and Security of Radicactive Sources
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ve al commitmentto
follow the Guidance

AV el ) U

International support for the IAEA Guidance on the Import
and Export of Radioactive Sources (as of 17 July 2013)

Legend

- Written to IAEA to express support for the ‘Guidance on the Import and Export of Radioactive Sources’




Part Ill — Going Forward - Successes and
Remaining Challenges



Information exchange
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Regional cooperation
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Philippines PNRI Source Security
Working Group
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Dirty bomb response exercises and orphan National Training Course on Physical
source searches Protection & Security Management of
Radioactive Sources

« 7 %
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Orphan sources in scrap metal

The dose rates, geometry, and all that stuff

ANSTO survey results indicated
350 uSv/h near the centre of
the door (50 uSv/h at 1m)

Also measured 70 uSv/h on the
right hand side, and

150 uSv/h on the left hand side

Initial activity estimated about 1.5GBq of Cs-137 No neutrons
detected (i.e. no Am-Be or Ra-Be)




Orphan sources in scrap metal
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Implementation of import / export guidance

REQUEST TO THE IMPORTING STATE FOR CONSENT TO IMPORT CATEGORY | RADIOACTIVE

SOURCES OR TO IMPORT CATEGORY 1&2 SOURCES UNDER EXCEPTIONAL CIRCUMSTANCES
Pursuant to Paragraphs 6, 7, 8, 14, 15 & 16 of the IAEA Guidance on the Import and Export of Radioactive
Sources, and Paragraphs 23-25 of The Code of Conduct on the Safety and Security of Radioactive Sources

WK O EREEO— 2R
HEIMEA TRER O— XXM RRIER
BEFNGFETEAN (ANEMEONHOSNY B e, W7E. Wi, W48,
WISEAB 16 BUE (BHEEXENRLTHEM) B 23 RER 257

DEMANDE DE CONSENTEMENT DE L’ETAT IMPORTATEUR POUR L'IMPORTATION DE
SOURCES RADIOACTIVES DE CATEGORIE 1 OU DE SOURCES RADIOACTIVES DE CATEGORIES
1 ET 2 DANS DES CIRCONSTANCES EXCEPTIONNELLES
En vertu des paragraphes 6, 7, 8, 14, 15 et 16 des orientations de I"AIEA pour I'importation et I'exportation
de sources radioactives, et des paragraphes 23 4 25 du Code de conduite sur la sireté et la sécurité des
sources radioactives

SATIPOC HMITOPTHPYIOUIEMY I'OCYIAPCTBY O COTIJIACHH HA HMITIOPT
PAJTHOAKTHBHBIX HCTOYTHHKOB KATETOPHH 1
HJIH HMIIOPT HCTOYHHKOB KATETOPHH 1 H 2 B HCKIIIOYHTEJBHBIX OBCTOSITEABCTBAX
B coorsercrenn ¢ nyukTavn 6, 7, 8, 14, 15 » 16 Pyxopoasmnx marvepnanos MATATD no smnopry u
IKCHOPTY PATHOAKTHBHEIX HCTOMHHKOBE B nynkTamu 23-25 K i HuE 10 06 TCHHI0
Ge30naCHOCTH ¥ COXPAHHOCTH PANHOAKTHEHLIX HCTOYHHKOB

SOLICITUD AL ESTADO IMPORTADOR PARA QUE PERMITA LA IMPORTACION DE FUENTES
RADIACTIVAS DE LA CATEGORIA 1 O LA IMPORTACION DE FUENTES DE LAS CATEGORIAS 1
Y 2 EN CIRCUNSTANCIAS EXCEPCIONALES
Con arreglo a los parrafos 6, 7, 8, 14, 15 y 16 de las Directrices sobre la importacién y exportacién de fuentes
radiactivas del OIEA, y a los pérrafos 23 a 25 del Cédigo de Conducta sobre la seguridad tecnolégica y fisica
de las fuentes radiactivas
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Security of sources
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